OCTO GOVERNMENT/ccTLD AND IGO RELATED
ENGAGEMENTS

ACTIVITIES JANUARY - DECEMBER 2020

Region Event Name Date
Africa "DNS Abuse and Covid-19", webinaire Le .bj en | July 14
période de Covid-19.
KENIC DNSSEC Lab Training Aug 17-21
KENIC Panel Discussion on DNS Abuse Sep 8

Southern Africa Development Community (SADC) IXP Sept 21-23
workshop

FIRST & AFRICA-CERT event Oct 21-23

Dec 11
"Pourquoi DNSSEC et comment y aller ?" presentation
and discussion with Benin Regulator and ccTLD
Registry.
Latin LACRALO webinar on DNS and DNS system resilience May 18
America & | (LACRALO)
Carribean
CITEL-ICANN: The Domain Name System How it May 21
works? (CITEL)
Panel during CITEL meeting with Regulators from Jun 23
different LAC region countries and ISOC on "Internet
and telecom infrastructure during COVID-19". (CITEL)
Assistance to cyber crime unit of the Guatemalan July 2020
police
Training on DNS abuse and investigations to Aug 2020

Argentinian national CERT (3 sessions)




"DAAR" for LACTLD (David H. also presented a
different topic on this) (@LACTLD technical
workshop), LAC Region. (LACTLD)

Sep 9

"DNS and other ICANN related tech topics" for LAC
South School of Internet Governance (David H. also
participated on this) (LAC SSIG)

Oct 6

USTTI Webinar (David H. also participated on this)
(USTTI)

Oct 30

"How the DNS Work - Basic DNS and DNSSEC" at
ICANN's LAC Internet Domain Name System Week (LAC
region)

Nov 24

"DNSSEC signing and validating Hands-On demo" at
ICANN's LAC Internet Domain Name System Week

Nov 26

Assistance to Cybercrime Unit of the Judicial Branch of
Costa Rica

Nov and Dec 2020

Asia-Pacific | DNS Security efforts at ICANN @APTLD77 Feb 20
DNS Security Training (.FJ, .GU, .Kl, .SB, .TV ccTLDs Jul 7-8
participated) @PacNOG26
DNS Training for .BD ccTLD / BD Govt Sep 1
DNSSEC Training for .BD ccTLD / BD Govt Sep 4
ITHI, DNSSEC Measurements @APTLD78 Sep 3-4
'Single Global Internet' - 5G Perspective - Technical Sep 29
Discussion @APrIGF2020
‘Core Internet Technologies - DNS’ @ India School of Oct 8
Internet Governance
DNS Ecosystem Security Webinar for Sri Lanka CERT Oct 23
(Government CERT)

DNSSEC training for .UZ ccTLD Nov 3-5
New Tech and 5G (Single, Global Internet) Session at Nov 11
Taiwan IGF

Working Together Towards a More Linguistically Nov 12

Inclusive and Diverse Internet - EAl Session at Taiwan
IGF




DNS Abuse Train-the-Trainer activity with Centre for
Development and Advanced Computing (CDAC) India

Nov 25

DNSSEC Key Management Train-the-Trainer activity
with Centre for Development and Advanced
Computing (CDAC) India

Nov 26

UA/EAI Train-the-Trainer activity with Centre for
Development and Advanced Computing (CDAC) India

Nov 27

DNSSEC Session at Georgia IGF

Dec 2

Supported the Second Level Sinhala Label Generation
Panel work

Jul-Dec 2020

North
America

Canada’s Security Establishment - Security, Stability
and Resiliency topics, including DNS abuse

14 Jan 2020

Canadian Radio-television and Telecommunications
Commission, DNS abuse and investigations day
organized by ICANN’s OCTO/SSR Team with the
participation of CIRA, ARIN, Blacknight, and Afilias (7
government agencies participated, including the
Department of Internal Affairs from New Zealand)

15 Jan 2020

Training organized by ICANN’s OCTO/SSR with ARIN for
the FBI’'s Newark Field Office

September 2020

Europe

Assistance to Austria’s Criminal Intelligence Service,
Cybercrime Competence Center

July 2020

Europol Cybercrime Center (EC3) and its member
countries - activity organized by ICANN OCTO/SSR with
ARIN and the RIPE NCC about abuse of the identifier
systems

September 2020

Assistance and facilitation to City of London Police

September 2020

Assistance and facilitation to Centre for Cybersecurity
Belgium (federal CERT)

September 2020

Not
Region-
Specific or
Across
More than
One

Interpol’s Cyber Crime Directorate - Mutual
collaboration regarding DNS abuse related to the
pandemic

April 2020




Region

CSIRT Americas - Meetings of all the national, defense | April 2020
and police response teams that are members of the

OAS’ Americas-wide coordination group

Cybercrime in the Americas - Meeting of the Interpol April 2020

Cyber Americas Working Group, update on current
matters of concern related to DNS abuse, including the
pandemic

Interpol Cybercrime Expert Working Group

April and May 2020

ICANN/Interpol interaction: Disrupting Harm, June 2020
collaboration between the ICANN community and

Interpol

OAS/CSIRT Americas Virtual Meeting June 2020

Expert Group Meeting on Dangerous Substance
Trafficking through Social Media and other
Internet-related Services, invitation of the
International Narcotics Control Board (INCB), United
Nations Office on Drugs and Crime (UNODC)

June and July 2020

Unsolicited Communications Enforcement Network
(UceNET) - activity organized by ICANN OCTO/SSR with
ARIN and APNIC about abuse of the identifier systems
(two sessions)

July 2020

Interpol’s Cyber Crime Directorate and its 194 member
countries - activity organized by ICANN OCTO/SSR with
ARIN and APNIC about abuse of the identifier systems
(two sessions)

July 2020

Interpol Cyber Americas Meeting for Heads of Units,
update about DNS abuse-related activities during the
pandemic

July 2020

OAS'’ Annual Cyber Security Symposium, presentation
about DNS abuse, current relevant policy matters and
update on pandemic-related work

October 2020

Attended Interpol/Europol bi-annual meeting

October 2020




Note: As part of its ongoing work, ICANN’s OCTO SSR Team provides assistance to law
enforcement agencies from every region, and facilitates their anti-abuse work when requested
and when the activity may pose a threat to the SSR of the identifier systems. Many of these
interactions are of a confidential or law enforcement sensitive nature and cannot be reported on.



